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Abstract: Efficient information infrastructure services are realized through the intelligent collaborative scheduling
of cloud and network resources in cloud-network convergence. However, security issues such as blurred security
boundaries and dynamic policy changes are also introduced. The traditional boundaries between internal and exter-
nal networks are broken by the security architecture based on the zero trust concept, and security threats in the
cloud-network environment can be effectively addressed. First, the research progress of cloud-network convergence
was systematically reviewed, and the security risks in this scenario were analyzed in depth. Secondly, aiming at the
security requirements, the protection advantages of the zero trust mechanism in this scenario were clarified, and the

security concept, key technologies, and core architecture of zero trust were discussed. Subsequently, the importance
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and implementation paths of introducing the zero trust security protection mechanism in the cloud-network conver-

gence scenario were explored. Finally, the challenges faced by the research on zero trust security in cloud-network

convergence are summarized, and future development directions are prospected.
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